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What is SNMP?

Simple Network Management ProtocolSimple Network Management Protocol

Internet standard

Initially tied to
TCP/IP protocol

Set of functions
    monitor network elements
    control network elements

MAC 
Header
MAC 
Header

IP
Header
IP
Header

UDP 
Header
UDP 
Header

SNMP 
Message
SNMP 
Message

Mac
Trailer
Mac
Trailer

Routers, switches, Unix
hosts, bridges, hubs,
agents for many
operating systems,  etc
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SNMP Layering

Transport

Inter-networking

ICMP - Internet Control Message Protocol
UDP - User Datagram Protocol
Telnet Remote Access

NFS Network File System
RPC Remote Procedure Call
SMTP Simple Mail Transfer Protocol

Manager/Agent Model 
Agent acts as "server"

Manager acts as "client"
Manager polls agents for information

Agent keeps information and responds
Agent may proactively send information as traps 

Opens UDP port 161, 162, 391, 1993

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP SNMP
Agent

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP SNMP
Manager
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SNMP Flows

SNMP
Manager

Network
Time Protocol

Vendor
Specific

IP
Connectivity

IP

MIB
SNMP Agent

RMON-MIB
VENDOR-STACK-MIB
DEVICE-MIB

...

MIB
SNMP Agent

MIB—RMON 1 and 2
SNMP Agent

Get, GetNext, Set, GetBulk

Responses, SNMP Traps

SNMP
Traps/RMON

MIB
SNMP Agent

Log

Logs

Log Message

Log

Syslog
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Management Information Base - MIB

How do the agents keep the
information ? 

Universe of network manageable
objects is called the Management
Information Base (MIB).

Items within the network
elements which
are manageable are
called managed objects

Objects within the MIB are
organized into
the following groups: 

MIB ....(114)
1) System
2) Interface
3) Address Translation
4) IP
5) ICMP
6) TCP
7) UDP
8) EGP

MIB-2 ....(171)
1) System
2) Interface
3) Address Translation
4) IP
5) ICMP
6) TCP
7) UDP
8) EGP
9) CMOT
10) Transmission
11) SNMP I
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Object Registration Hierarchy

JTC : Joint Technical Committee
DoD : Department of Defense (U.S.) 
IAB : Internet Activity Board
NIST : National Institute of Standards and Technology (U.S.)

ROOT

CCITT (0)       ISO (1)         JTC (2)

ORG (3)

NIST (2)        DoD (6)

IAB (1)

Directory (1) Management (2)  Experimental (3)   Private (4)

1.3.6.1.2.1                   MIB (1) 1.3.6.1.4.1.2=(IBM)
1   2  3  4

 system
    interface

        addr. trans
                          IP

                             TCP

1.3.6.1.2.1.4.1= (ipForwarding)

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP SNMP
Manager

070
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SNMP Components

SNMP Client - NMS                                        SNMP Server - Agent
Executes management application
that monitor/control agents

Issues SNMP commands (GET, GETN, SET)

Processes SNMP Msg (GET response, TRAPs)

Allows access to management
data (SNMP MIB)

Responds to SNMP commands
via GET Response

Forwards unsolicited TRAPs to
defined clients

GET, GETN, SET

GET Response
TRAP

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP SNMP
Manager

GET

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP SNMP
Agent

Connectionless so no guarantees 
Uses timeouts and retry counts 
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SNMP and RMON
RMON is a special MIB : RFC 1271/1757 : 
Remote Network Monitoring MIB

Uses standard SNMP transport

RMON is not continuously on-line with
the SNMP manager

RMON functions:

   - Collects and analyzes

   - Configured to notify SNMP
      manager of events

   - Diagnoses and logs events

   - Detects, log, and reports errors

RMON Groups

Statistics
History
Host top "n"
Matrix
Alarm
Filter
Packet capture
Event
Token-ring 
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SNMP : Review

Agents maintain
management
information in their MIB

Management stations poll
agents for MIB values

Multiple polls required to
determine data

Agents may also send traps

Community names used for
authentication

RMON allows distributed
management functions 

Management
complex

Tech Support
using web browser
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SNMP Deficiencies

SNMP version 1 and 2 

   Version 1 showing age
   Large counters
   Limited security
   Poor WAN protocol
   No bulk data retrieval

SNMP version 3

   User Security Module (USM)
   Authenticates users
  Multiple administrative levels

   Multiple user levels
   Encrypts PDUs
   Distributes management
   Confirmed notifications
   64 bit counters
  Bulk data retrieval

Transport

Inter-networking

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP SNMP
Agent

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP SNMP
Manager
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SNMP: Difficulties in High Speed Networks

         Counters could not handle gigabit traffic

Interface Speed            32-bit counter wraparound times

     10 Mbps                               57.26 minutes
   100 Mbps                                5.73 minutes
   155 Mbps                                3.69 minutes
       1 Gbps                                0.57 minutes
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SNNPv3 New Terminology

SNMP Agents and Managers are now SNMP entities

Each SNMP entity contains one SNMP engine

All SNMP applications are within the SNMP entity

          command generators

          command responders

          notification originators

          notification receivers

          proxy forwarders
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SNMPv3 New Framework

Dispatcher
Message
Processing
Subsystem

Security
Subsystem

Access
Control
Subsystem

Command 
Generator

Notification
Receiver

Proxy
Forwarder

Command
Requestor Other

Notification
 Originator
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SNMPv3 New PDU

msgVersion

community

msgMaxSize
msgFlags

  msgAuthority
  msgAuthority
  msgAuthority
msgUserName
msgAuthentic
msgPrivacyPa
contextEngine
ID
contextName

PDU

SNMPv3

msgVersion

msgID

PDU

SNMPv1
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SNMPv3 : Authoritative 

Authoritative entity 
     receives requests
     responds to requests
     generates traps

Non-authoritative entity 
    generates requests
    receives traps

Transport

Inter-networking

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP

SNMP
authoritative
entity

IEEE 802.2-X.25-Satellite-Radio-Async-.....

IP ICMP

TCP UDP

Telnet

FTP

SMTP

SNMP
non-authoritative
entity

Exception is for an ‘Inform’
message – the receiver is
always authoritative
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SNMPv3: Why Implement Security

Has the message been altered?

Is the message coming from a valid user?

Has the message been maliciously delayed?

Is the message being replayed?

Can sensitive information be protected
against eavesdroppers?

Is the user allowed to access the MIB
objects specified in the message?

Defenses against denial of service and traffic 
analysis are not covered in the security
model used
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SNMPv3: Timeliness

Timeliness prevents
     Intentional delay
     Replay by a malicious party

Every message contains a timestamp which
when examined upon receipt to determine the
difference between the timestamp and
the internal clock - if too old then it is rejected

Uses a loosely synchronized clock
       (Must be received within 150-second window)

Authoritative entity maintains a clock
     engine boots (number of times engine rebooted)
     engine time (time since last reboot)
     when engine time wraps - engine boots incremented

Authoritative Entity

Non-authoritative Entity
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SNMPv3: Security 
Three levels of security
   Without authentication and privacy
    With authentication but without privacy
    With authentication and privacy

Authentication protocols

     HMAC-MD5-96
     HMAC-SHA-96
     Framework allows for others

Encryption protocols

     CBC-DES
     Framework allows for others

Can use PKI (public key infrastructure)
     Especially to protect the secret key distribution

Receipt of messages in a timely manor
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SNMPv3: Use of Public Key Infrastructure

Clear-Text
Cipher Text

Clear-Text

PKI
   Public Key Infrastructure

International politics   

Components
   Keys
   Mathematical algorithms
   Message digest

Types

   Public (asymmetric)
Secret (symmetric) Used by SNMPv3
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SNMPv3: PKI Review

Same key used by
    sender and receiver

Key used to encrypt
    and decrypt data

Rely on users to
     protect the key

Very fast

Used since the 1970’s

Most popular 
   DES
   (Data Encryption Standard)

Most widely used today 

Two keys
   public and private

Public key known

Private key kept
    confidential by owner

Slower than symmetric key

More complex
   - key distribution

Most popular
   RSA

Secret Key -
    Symmetric

Public Key -
    Asymmetric
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SNMPv3: Key Derivation
A user/operator  ‘owns’ the keys that he shares with the remote
SNMP engines he manages

Key is derived from passwords entered by the user by 
using a very strong hash function concatenated many times

Two keys per user per engine: one for authentication and
one for encryption

Authoritative entity needs secret keys 

Changing keys
     Generate a new password
     Get localized key
     Generate a random value
     Calculate a delta value
     Concatenate random and delta values

      Eavesdroppers cannot use delta value
           unless they have original key
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SNMPv3: Key Localization

If a user password is associated with the secret key
how do you allow a user to have a single password and 
allow each managed engine to have independent keys?

Use the concept of  key localization 

The generation of the secret key not only
uses the user’s password but also the
managed engines publicly
known identifier to produce the key

If an SNMP engine is compromised,
then only the communications
between the user and that single
engine is compromised and
not all communications from the user
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SNMPv3: Authentication and Encryption

Encrypted
Data
with
hash

Hashed
data

Secret 
Key

Data

Hashed
data

Data

Hashed
data

Secret 
Key

How did we get the original secret key to
the destination?
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SNMPv3: Potential Use of PKI

Secret
Key

Secret
Key

User/Operator

SNMPSNMP Engine

SNMP
Engine’s 

Private Key

SNMP
Engine’s 

Public KeyWe could also
manually load the
initial secret key
in the remote 
SNMP engine
(not very practical
in a large 
enterprise network
environment)

Encrypted
secret 
key

Other elements available with a PKI infrastructure like
digital signatures can also be implemented
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SNMPv3: Proxy Forwarding

A proxy forwarder forwards and
translates requests/responses
and/or notifications to other
SNMP entities

MIB tables will be used to
define the message and target
addresses

Entries can be added/removed

MIB tables

     Management Target
     Notification
     Proxy
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SNMPv3: Access Control 

Maps requesting entity to a  MIB view

MIBs now have ACL (access control lists)

Keep MIB views simple

      keeps management cost down
      easier to make changes
      reduces time trouble shooting
      maintenance is critical

Interaction between tables difficult
to trouble shoot

Determines what objects are accessed in the operation

What are the rights of the requestor with regard to the objects of the 
operation?
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SNMPv3: Coexistence
Use proxies for SNMPv1 and SNMPv2 

     Translating notification messages

     Handling Counter64 objects

     Handling MIB views

     Translating error status

     Mapping SNMPv2 exceptions

     Mapping community names 
            into new security 
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SNMPv3: RMON2

Protocol breakdown by
segment

Protocol breakdown by
network address

Protocol breakdown for
traffic between network
addresses

Protocol breakdown by
application layer 

Application traffic breakdown
between network addresses
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SNMP: Securing SNMPv1 and SNMPv2
Filter SNMP traffic for non authorized hosts

Change the default community string name

Disable stack execution

Segregate SNMP traffic on its own network

How do you identify who is running SNMP?

     SNMPing - snmptool@sans.org

     SNScan - 

          www.foundstone.com/knowledge/free_tools.html

     System audits
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SNMPv3: IBM Support



IBM Software Group

32
Networking – Connecting People to Information through Technology

SNMPv3: Configuration Wizard
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SNMPv3: Add User Support
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SNMPv3: Add Policies



IBM Software Group

35
Networking – Connecting People to Information through Technology

SNMPv3 Distribute Policies
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SNMPv3: Define MIB Views
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SNMPv3: Summary

SNMP3 has significant 
enhancements

Security necessary as
network boundaries fade

Additional control and 
direction of critical 
information

Coexistence assured using
proxy services

Complexity may impede rollout

Failed security audits are driving
corporate rollout
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Thank You

Merci
Grazie

Gracias

Obrigado

Danke

Japanese

English

French

Russian

German

Italian

Spanish

Brazilian Portuguese

Arabic

Traditional Chinese

Simplified Chinese

Hindi

Tamil

Thai

Korean


