‘ CMG’07 paper

SYSTEM MANAGEMENT
The Final Part \'

Ilgor Trubin, PhD; Ray White

© Copyright IBM Corporation 2007



| System Management by Exception

Introduction:

= QUESTION 1: How to manage a large number of computer systems?

ANSWER: Applying statistical methods for capturing different types
of unusual computer system behaviors and than address them

BENEFIT: No need to look at each individual system!

= QUESTION 2: Is that a new idea?

ASWER: Not really.

First let’s look how some companies has already been implementing
this idea
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Introduction: Known implementations
of statistical methods for capturing unusual computer system behavior:

Selected Node Data
Exceptions by MNormal MAaSE

___:"_“;”MPAW : gggggggg
= BMC software (www.bmc.com): MASF technique in ~__.eeeses :
Performance Analysis for Servers and Performance Assurance tools: | ﬁﬂ =
documents.bmc.com/products/documents/51/79/65179/65179.pdf ﬂ.L -
Deviation From Normal  "Zroneres el

= CA Concord (Www.ca.com/concord/) eHealth/Fault manager tools: DFN e toscsrn e

(Deviation From Normal)
www.concord.com/download/pdf/CG fm |h.pdf

= Fujitsu (ww.uiitsu.com): ACTIVE BASELINING Technique
www.fujitsu.com/downloads/AU/active baselining in passive data environments.pdf

= BEZ systems (www.hez.com) for Oracle and Teradata performance
www.wmoug.org/bezPresentation.pdf

= ProactiveNet (ww.proacivenetcom): BSM and APM tools with Abnormality
Indicator: www.freepatentsonline.com/20060217822.html|

= MOhOSphere (WWW.monosphere.com): Detection of Outlier Events
www.cmg.org/membersonly/2006/papers/6105.pdf "t

= OTHERS: BEA (www.bea.com), Bank Of Montréal, (www.bmo.com),

YOUR COMPANY ? - WHY NOT? —

Figure So. Outlier fousd [verscal oes = 23a)
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Background: Statistical Exception

Detection System (SEDS)

We developed and implemented an
application called the Statistical
Exception Detection System
(SEDS) to proactively capture and
notify SMEs of any statistically
unusual server behavior. The system
was built based on known concepts
(Statistical Process Control or
Quality Control and Multivariate
Adaptive Statistical Filtering ) and
allows us to be focused on real
performance and up-coming
capacity issues and enable us to
manage the capacity usage of the
large computer farm using only a
few planners.

%ﬂultiplatform environment )

Data
Col
lection

Performance Data Base
for midrange and mainframe servers

Main global system perf. metrics:
(CPU utll, Run Queue, /O rate, busiest Disk util, Memory util., Paging rate)
Global Exception Detfectors | No

Appl. Exception Detectors
PP P <Yes
Workload CPU util.; Workload /O rate, number of

active processes; Workload memory usage

History of
exceptions
(SEDS
Database)

\ﬁ_h/ ] i Leaders/ Workload Pathology
Exceptional MASF daily profile Outsiders bar detectors
server and Appl. charts charts ~{( (run-aways; memory
name lists leaks)

Web publishing Ad-hoc analyses

e-mail
notification
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How SEDS works: Control and Top 10 Charts

© Copyright IBM Corporation 2007

The full "7 days x 24 hours” adaptive
filtering policy is applied to calculate the

limits of a particular metric for each ~~""*-..

weekday for the past six months.

To get detailed information of the server’s
behavior for the previous day, the system

publishes acontrol chart eeeesssecccmermmmnnanns >

To produce advanced capacity planning
analyses, the author expanded on MASF
using new derived metrics. A history of
exceptions is kept in a separate exception

database. The new metrics include those
such as "amount of exceptions per day or
“ExtraVolume” (here Extra Memory Pages)

For the most significant exceptions, a bar
chart generator reports the top 10 servers

Memory Page Rate for 5/1168/07

Limits and Mean — Every Wednesday for past Six Months

LIS
L)
nagy
L
L]

>
Uper Limit

+3Ist.Div /
A

Machine = Server 0

Extra Memory Pages = §" + §*
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TOP Servers
o % of Physical Memeory Size beyond 1 St. Deviation
For Last 1 days since 05/21/07
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How SEDS works: Web Report

= critmil
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Microsoft Internet Explorer
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SEDS and Lean Six Sigma

© Copyright IBM Corporation 2007

= LEAN - Eliminating waste

A part of LEAN could be reducing the list
of metrics to a small, manageable size —
one that includes only those that are
absolutely essential for Capacity
Management. (see slide 10 with a solution)

SEDS can be an effective tool as part of
LEAN as that allows the analyst to avoid
wasting time manually scanning the
entire server farm. It allows the analyst to
focus on the few important exceptional
servers in terms of performance or
upcoming capacity issues

= Six Sigma - Eliminating defects

SEDS has some similarity with Six Sigma
methodology as it uses similar statistical
mechanisms.

Exception could be considered as defect!

Six Sigmatools

SEDS tools

Histogram and SPC
Control Chart

oo {00

e 11

<53 T

MASF Control Chart

Pareto chart (20/80 rule)

Pareto Chart of Late Arrivals by Reported Cause

U — g

1512 T
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Top Leaders Bar Chart

Name of servers

serverf
serverd
senverl
senvertt
serverd
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% the Physical Memory Usage exceads the St Deviation
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MASF, SPC control and histogram charts comparison

= All three charts
demonstrate
different views of
exceptions for CPU
utilization that
occurred at 8 am.

= As opposed to
classical control
charts, MASF
charts can be most
useful for showing a
24 hour profile of
CPU usage.
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Application Exception on Control Charts and on

Histograms

Application Exceptian
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MASF and SPC control charts comparison

Weekly Health Index Control Chart Builder:

A

Health INDEX by

I J K

NS SRR
93N 158d
suapeNesa0 TP &)

L | M

v,
ServerVW Health Index cont,rnfchart
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10 /

Helth Index (=8 is bad)
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26 Lastweek data

27 Upperlimit

28 Mean
29 Lowerlimit

S & F @@

o

30 StdDeviation

—8—| a5t week data

Mean

—— Upperlimit

= Lowerlimit

n
The MASF chart is
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a 2-D cut of a 3-D set of 24 (or
7 for weekly view) classical
control charts; these
correspond to the 24 hours in
a day (7 days in a week)
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The metrics list that absolutely essential for Capacity Management

Server Subsystem to Good for SEDS ? [reference to other
Monitor Level of Performance data Metric Name SEDS papers]
ALL Server size (TPM, TPC) No
global CPU power/imbalance (SPEC) No
global CPU and LPAR numbers No
global CPU utilization YES [1]
global CPUs imbalance No
global CPU queue length YES [5]
application CPU utilization YES [1]
CPU application Number of active processes YES [5]
global Physical Size (capacity) No
global Memory utilization YES [this paper]
global Paging (or Scan) rate YES [this paper]
global Swap space utilization Maybe [this paper]
application Resident Memory Utilization YES [this paper]
MEMORY (Private + Shared)
global Physical Size (space capacity) No
global I/O rate YES [2]
global Busiest Disk Utilization (I/0 bandwidth) | YES [2]
global File System space utilization Maybe [2]
DISK application I/O rate YES [2]
interface Bandwidth Utilization (In and Out) YES (this presentation and [5])
NETWORK Interface Traffic volume (bytes/c In and Out) YES

© Copyright IBM Corporation 2007
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The SEDS morning e-mail report example for Network devices

E-mail notification report with links to SEDS charts: Wy D Uniation for OB07
90.0056 Limits and Mean based on every Thnrsday for past six momths
" machine= rtr102 -11'0'5.21'14
1 = = §0.00%
B Untitled - Message (Plain Text) s
T 70.00% 3 K
ol Act .
60.00% N
L
50.00% 5
L4
Ftatistical Exception Detection System -3ED3- Network Performance Exception Report for 09713 40.00% 7 N
L
30.00% 5
List of interfaces with daily meaximum of BW utilization »>49% 20.00%
0.00% ]
interface daily mean  daily max
devswtB2Z-RH-6/6-m 33.32% 49.22% u'm%_|'|'|'|'|'|'|'L:|'|'|'|'|'|'\'|'|'|'|‘|'|'|'|'|
drwzcor0s -2/ 6 15.81% 54.12% 123 456 7,359 11111111112222:
JeL 4 :' 012345 678901234
Bandwidth Utilization exceptions of 5 network interfaces and links to MASF control chart: ““.-‘ M B o’ __ LpperLink __ Lawer Limt __ Aot 'EW Ukt
.
“" ”
FErioz —posz/ 1 http://it/par/content/eds/thelast/Butil SEDSchart.0.0913.gif .=*" LATFWAN TOP iterfaces which 'desmded BW time nwege bepand 1 2 divition
mla01-1/1 http:/dic/par/ocontent/eds/thelasc/BEWucil SEDSchart.1.0913.gif fox i:u'lat T days sinae OH LY
wmls01-3/41 http:/, it/ par/content/eds/thelast/BTutil SED3chart.2.0913.gif Neoe of el&nart
rtrol —Serisal0f0:0 http:// it/ par/content/eds/thelast/EWuctil 3EDSchart.3.0913.gif sl —EH—§20—F &
rtrioz -POS2/: http://it/pars/content/eds/thelast/BTucil SEDIchart.4.0913.gif ;

&
2 =F05211 ¢

NOTE: The 1st exception in the list abowve 1s the most severe, the last one is the least sewvere. devsvu 82 —RH—F6—m

T B 01l —Serhly 0

COE13—EH—¥1

NE: Dear user, note please:

AT —
NE: The 3ED3 Top 10 elewents with unususlly HIGH EW usage: ® i
NE: for the 1 last day: http:// it/par/content/eds/ leaders/SEDS network 1 day leaders.gif Amzcorl7—¥1
NE: for the 3 last days: http:// it/par/content/eds/ leaders/SEDS network 3 day leaders.gif SIB0 —G46

NE: for the 7 last days: http:/s it/par/content/eds/ leaders/SEDS network 7 day leaders.gif ."-.,.
NE: for the 30 last days: http://it/par/content/eds/leaders/3EDS network 30 day lesders.gif

& portl —EH—¥1— COR0Z—G¥
]

Ll
sl 1 03 —72

Ty
NE: Exceptions are captured if actual vesterday data exceeded historical mean +/-3 st.dew, ."L o 10 20 20
NE: plus some non statistical rules are applied like if actual data < Z0% Smm of homs exceeded st deviation
NE: or only 1 hour had a spike that is not considered as an exception.

NE: To create Top 10 chart the mean +/- 1 st.dev rule is used only, it

NE: plus ExtraVolume metric is calculated and used to take in account magnitude of exceptions. NOte SEDS beneflt' there

NE: More detailed explanation can be found in the SED3 paper are Only 4 dEVICeS Out Of
~2000(!) need some attention!
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The SEDS and Memory Metrics (Case study)

On one morning the TOP leaders chart showed server9 with

25% unusual memory used:
= The exceptions 71 e T
“cloud” on the .- D ]
SEDS statistical .| . B
health check i
chart shows a T
real change in
the environment b |

[ simin s oo+ sty e |
= The classical et e e e o e
trend also shows --.... po

a memory usage °
spike not

measured before

?? So what particular
application caused
this jump ??
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TOP Servers
% of Physical Memory Size beyond 1 St. Deviation
For Last 1 days since 05/21/07
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= Memory utilization exceeded the
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The SEDS and Memory Metrics (Application level data)

= Fortunately a special memory metric for

application level data is available for this server:
“Resident Memory Utilization (Private + Shared)”

APP_MEM_RES"The size (in KB) of resident
memory for processes in this group that was
alive at the end of the interval. This consists of
text, data, stack, as well as the process' portion
of shared memory regions (such as, shared
libraries, text segments, and shared data).” —
OV Performance Agent Technical Guide

HP

= The rest of the
applications like o
AppsOK on the

AppsOK _Software Memar

Limite and Mean hased on every Monday for past six mon

a
......
'.

significant deviation
from normal memory _,
usage.

ry; private+ shared (Kb] on 05/2107
the

hours

. MR BIERET Y VR STEE (KD R LI (45 0L LoWer LI (=S A AdURl
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The SEDS and Memory Metrics (Paging exceptions )

= Some modern Operating Systems (AlX and Linux) and some large applications (MS SQL) grab
almost all memory to allow use by other subsystems or parts of applications. (E.g. file cache).

= This is a smart and wise way to use memory capacity but the performance collector agent has to
report the global memory utilization at about 100% all the time. Thus this metric becomes useless.

= |If application level data is not available there is only one way to capture unusual memory usage —
to analyze some other global metric such as the Memory Paging Rate

This metric has the following  -., ServerX WFEB2007

*

problem: there is no simple ., e s e Memery Page Rate
calculated threshold and, as such, ™.
it is hard to say if the 2 am spike is

big enough to worry about

LINNL DL N DL LA LA RELEN DENL AN LA L LR DL B R L B RN RN DL AN BN BRNLENNN LA LI |
11 7 I 4 & @ F & B 10 n 17 I3 MW W W ¥ & 1.® 20 11 27 135

hours
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The SEDS and Memory Metrics (Paging exceptions )

= Some modern Operating Systems (AlX and Linux) and some large applications (MS SQL) grab
almost all memory to allow use by other subsystems or parts of applications. (E.g. file cache).

= This is a smart and wise way to use memory capacity but the performance collector agent has to
report the global memory utilization at about 100% all the time. Thus this metric becomes useless.

= |If application level data is not available there is only one way to capture unusual memory usage —
to analyze some other global metric such as the Memory Paging Rate

'Memory Pape Rate' for 021407
ThlS metric has the fo"owing . Lim#s and Mean based on every Wednesday for past six mouths

. . KX viazixe= ServerX
problem: there is no simple e
calculated threshold and, as such, ™}
it is hard to say if the 2 am spike is

big enough to worry about

L L L L L D U U U L D D L DL L DL LR DL DL BELENN |
o 1 1 -] L B a ¥ o 9 W 1 12 17 MW b W F W o1& 0 I 27 23

_ HMesn ‘Memeory Page Bate”  Upper Lirrdt _ Lower Lt Sobel "Merrory Page Pate”
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The SEDS and Memory Metrics (Paging exceptions )

= Some modern Operating Systems (AlX and Linux) and some large applications (MS SQL) grab
almost all memory to allow use by other subsystems or parts of applications. (E.g. file cache).

= This is a smart and wise way to use memory capacity but the performance collector agent has to
report the global memory utilization at about 100% all the time. Thus this metric becomes useless.

= |If application level data is not available there is only one way to capture unusual memory usage —

to analyze some other global metric such as the Memory Paging Rate

The control chart shows unusual
paging activity. That is confirmed ™., »e=: s s
by reviewing the historical paging ™. ]

trend:

ServerX: 5§ Month Memory Page Rate Forecast E0

'Memory Pape Rate' for 021407

Mackine= SErveri

o
“
G0 =

40 =
a0

10 7

T T T T
APROG JULOS

T T T T T T T 10 -
JAROT APROT JULo? n

W ok Hours — Actuel

G Off—Hours — Actual

Wiork Hours = Predicted

Cffe=Hours = Predicted [

Limits and Mean based on every Wednesday for past six months

Simple trend oy = & deteled sydem mode should be used for more eccurate results
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The SEDS and Memory Metrics (Virtual Memory — end of case)

= Finally, the Memory
Issue becomes obvious s
after downloading ...~
virtual memory
utilization data to a
spreadsheet for
analysis

= CONCLUSION:

|-Aver3ge of:_Memnry_Percen'i_Uaedi

Now we see the issue
Is serious. In February
virtual memory usage

jumped to almost -~ QLOEOOODEOOEEOOOCOOOODOOOEOD:
0 | S
100/0 and COﬂtInued tO T O D O 00 IO = 60 e 00 I — 00 L (O D0 D
- eSS
be much higher than

before!
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The SEDS and Memory Metrics (Weekly control charts )

= |t is fairly common that the memory utilization metric does not fluctuate very much,
unlike memory page-rate metrics. Instead of using 24-hour control charts, 7-day charts
of hourly data can reveal weekly patterns for memory utilization "at a glance*:

memory %

7
]| SUN MON TUE WED THU FRI SAT

60 -

TN T [TIOT [T T[T I[P [ R I T [ AR AR [T AR T[T R AT P I T[T I TP T [IT T[T IR T[T 01T
0 1 20 a0 40 a0 b w0 1] an 1n 11 120 B0 140 B0 0 o
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The SEDS and Memory Metrics (Weekly control charts )

= |t is fairly common that the memory utilization metric does not fluctuate very much,
unlike memory page-rate metrics. Instead of using 24-hour control charts, 7-day charts
of hourly data can reveal weekly patterns for memory utilization "at a glance*:

memory %
i

SUN MON TUE WED THU FRI SAT
i

1]

= s

T T [TO T[T [T [ IO A [T [ O [ TO T[T [ AT [T [ TR N [T T [TIT [T h [ TToT]
a ] 20 a0 a0 a0 1] il a0 ao 10 11 120 B0 140 0 0 Fo

_ Neon "Merrory L8 _ Upper Lirit  _ Lower Limit  _ Adudl "Nermorp LEL"

© Copyright IBM Corporation 2007 | All Rights Reserved | Printed on 27 September 2007




| System Management by Exception

The SEDS and Memory Metrics (Weekly control charts )

= |t is fairly common that the memory utilization metric does not fluctuate very much,
unlike memory page-rate metrics. Instead of using 24-hour control charts, 7-day charts
of hourly data can reveal weekly patterns for memory utilization "at a glance*:

mermory exception

®0
J] SUN MON TUE WED THU FRI SAT

60 -

r%r

TTT T [TII [Ty T T[T O PO T IO T[T O N OO T [ IO T[T T[T A N[ T AT [ TR AT [FOIT AT T[IIT T T IT]
] ] a0 a0 an &0 ] | a0 a0 10 11 120 B0 140 E0 o ra

Mest Merrmry L Ubper Lirt  _ Lowss Lirt Aol "Merrory LEL

= This example shows the weekly scheduled server reboot (to avoid memory leak
issues). This kind of graph is also useful since, even if there were no exceptions from
yesterday, it may show exceptions from previous days.
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The SEDS - Final Part

= All the main subjects related to SEDS are covered in previous CMG
papers. This paper is the last one in a series that has been published
In CMG since 2001.

= The successful implementation and usage of the system as a capacity
management tool proves the concept that SPC and MASF can be
applied for Computer System Management.

= The numerous responses from CMG audiences show the positive
Influence made by SEDS related publications on Capacity
Management.

= The author invites all interested readers, MASF users and enthusiasts
to visit and respond to the following technical Blog:

http://itrubin.blogspot.com/
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Questions?

Thank you!

Ilgor Trubin, Ray White
http://itrubin.blogspot.com/
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